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Abstract—This paper proposes a new class of incentive mech-
anisms aiming at compelling self-interested users in online
communities to cooperate with each other by exchanging re-
sources or services. Examples of such communities are social
multimedia platforms, social networks, online labor markets,
crowdsourcing platforms, etc. To optimize their individual
long-term performance, users adapt their strategies by solving
individual stochastic control problems. The users’ adaptation
catalyze a stochastic dynamic process, in which the strategies of
users in the community evolve over time. We first characterize
the structural properties of the users’ best response strategies.
Subsequently, using these structural results we design incentive
mechanisms based on reputation protocols for governing the
online communities, which can “manage” the long-run evolution
of the community. We prove that by appropriately penalizing and
rewarding users based on their behavior in the community, such
incentive mechanisms can eliminate free-riding and ensure that
the community converges to a desirable equilibrium selected by
the community designer such that social welfare is maximized and
in which users find it in their self-interest to cooperate with each
other.

Index Terms—Online communities, reputation protocols,
stochastically stable equilibrium, strategic adaptation.

I. INTRODUCTION

NLINE communities play an increasingly central role

in enabling individual users to remotely share resources
or crowd source their service needs. However, they are vul-
nerable to intrinsic incentive problems which lead to prevalent
free-riding behaviors among users that sacrifice the collective
social welfare of the community [1], [2].

Various incentive mechanisms have been proposed to en-
courage cooperation in online communities [2], [3], with a large
body of them relying on the idea of reciprocity, in which users
monitor the behavior of each other and provide differential
services based on their observations. Such reciprocity-based
mechanisms can be classified into direct reciprocity and in-
direct reciprocity. In direct reciprocity mechanisms [2], [3],
[5], users can identify each other, and determine whether they
should supply services to a specific user based on their personal
history of interactions with that specific user. Such mechanisms
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rely on the players’ ability to maintain private histories of other
users’ play which involve frequent interactions among identi-
fiable users and hence are not effective in online communities
with large populations of anonymous users, who are randomly
matched and interact infrequently [1].

Indirect reciprocity mechanisms [7]-[11], in contrast, deploy
reputation protocols that allow the users in a community to share
information and observations to form collective opinions about
other users (e.g. assign reputations). In a reputation protocol, a
reputation score is assigned to each user upon entering the com-
munity and is updated based on the reports (which may be er-
roneous) provided by other users who he interacts with. Hence,
an individual user can be rewarded or punished (based on his
reputation score) by other users who have not had past interac-
tions with him. To encourage users to contribute their services
to the community, differential services are provided to the users
based on their reputations, i.e. users with higher reputations will
receive better services from other users in return. Since indi-
rect reciprocity mechanisms require neither observable identi-
ties (i.e. only a user’s reputation but not his identity needs to be
revealed in order to determine the differential services towards
him), nor frequent interactions, they form a suitable basis for
designing incentive mechanisms for online communities with
large populations.

The reputation protocols designed in [7]-[11] are able to sus-
tain the selected (“best”) equilibrium for various online commu-
nities. They assume that the community starts to operate “di-
rectly” at the selected equilibrium, i.e. users start by directly
adopting a desirable equilibrium strategy when joining the com-
munity, and design reputation protocols that ensure users will
not deviate from this equilibrium strategy. Nevertheless in prac-
tice, there are often multiple equilibria in a community and users
can adopt arbitrary (non-equilibrium) strategies when they join
the community. In this case, all the above works fail to deter-
mine 1) how the community evolves if it starts from an arbi-
trary (non-equilibrium) state and 2) whether in the long-run it
can converge to the best equilibrium given the deployed repu-
tation protocol. Moreover, none of the prior works investigated
the robustness of equilibria, i.e. to determine if the community
deviates from an equilibrium due to stochastic perturbations,
e.g. noises, errors, whether it can converge to this equilibrium
again in the long run.

In summary, this paper generalizes [7]-[11] and focuses on
the design of reputation protocols that do not only sustain the
best equilibrium, but also ensure the convergence of the com-
munity towards this equilibrium in the long-run. To design such
a protocol, it is of critical importance to consider the following
design aspects, which were neglected in [7]-[11]:
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1) how users update their knowledge about the community,
during their interactions and how they adapt their strategies
based their limited (imperfect) knowledge;

2) how the community evolves if users adapt their strategies
over time;

3) how the designed reputation protocol impacts the evolution
of the community and its convergence.

Some of the above three questions have been investigated
in the literature on prescriptive multi-agent learning [12]-[14],
which studies how protocol designers should construct proto-
cols that induct users to learn certain strategies to achieve cer-
tain goals. However, this strand of research mainly focuses on
cooperative games where the interests of the protocol designers
and the interests of the learning users are aligned [13], [14], or
users are compliant (obedient) and have no freedom to deviate
from the prescribed learning rules [12].

Our paper brings a different perspective. Unlike [12]-[14],
the interests of the protocol designer (e.g. the designer of the
community) and that of the self-interested users in our work
are in conflict with each other. Therefore, the protocol designer
has to carefully trade-off his goal to maximize the social wel-
fare against the need for providing sufficient incentives for users
to comply with the protocol. Instead of assuming that users
are obedient and restricting the users’ adaptation behavior, we
assume that users form their own beliefs about the commu-
nity based on their past interactions and, using this knowledge,
adapt their service strategies to maximize their individual long-
term utilities. By considering the users’ best response dynamics,
we focus on the design of effective reputation protocols which
teach users to cooperate with each other in the long-run, by con-
tributing their services to the community.

The remainder of this paper is organized as follows. In
Section II, we formalize the user interaction in an online com-
munity as a repeated random matching game and introduce
our proposed indirect reciprocity framework for the design
of reputation protocols. Section III formulates the decision
problem of individual users and then discusses the resulting
evolution of the community: whether it will converge to a
stationary state in the long run when time goes to infinity and
to which state it will converge. To characterize the long run
evolution, we introduce the concept of stochastically stable
equilibrium (SSE) (Definition 3), which is used to describe
the states that the community will converge to in the long run.
Generally speaking, an SSE characterizes a stationary state of
the community in which users are playing stationary strategies
that are best responses against each other. Meanwhile, different
from the concept of evolutionary stable equilibrium used in
evolutionary game theory, an SSE is also stochastically stable,
indicating that if the community deviates from an SSE due to
stochastic perturbations, it can converge to this SSE again with
probability 1 in the long-run. Understanding how a community
evolves over time enables us to define the design problem of the
optimal reputation protocol (Definition 4). To solve this optimal
design problem, Section IV studies the structures of users’ best
response dynamics (Proposition 1 and 2), i.e. their optimal
service strategies. By utilizing these structures, Section V then
solves the optimal design problem (Theorem 2). Section VI
presents the numerical results and Section VII concludes the
paper and discusses future research directions.

II. SYSTEM MODEL

A. Repeated Matching Game

We consider an online community consisting of /V users, each
of whom indexed by an integer i € {1,..., N} and each pos-
sessing some resources or services which are valuable to others.
The community is modeled as a discrete-time system with time
divided into periods. In each period, each user generates one ser-
vice request and is randomly matched with another user who can
provide the requested services [2]. We model the request genera-
tion and user selection process using uniform random matching:
each user receives exactly one request in every period and each
user is equally likely to receive the request of a user, and the
matching is independent across periods.! Such model well ap-
proximates the matching process between users in large-scale
online communities where agents interact in an ad-hoc fashion
and the interactions among users are constructed randomly over
time, e.g. peer-to-peer networks [1] and online crowdsourcing
platforms [4]. The matched users play a two-player stage game
in which the user requesting service is called the client and the
user who is being requested is called the server. Given the uni-
form random matching, each individual user in the community
is involved in two stage games during a period, one as a server
and one as a client. Also, the opponents in these two stage games
are in general different. That is, a user does not request ser-
vices from and supply services to the same opponent in the same
period.

The stage game played by a pair of matched users is formal-
ized as an asymmetric gift-giving game [16] where the server
is the only strategic part who chooses his action z from a bi-
nary set Z = {0, 1}. The utility matrix of a gift-giving game is
presented in Table L. If the server supplies the service (chooses
z = 1), it incurs a cost ¢ > 0 to him and the client receives a
benefit b > 0. On the other hand, if the server refuses to supply
the service (chooses z = 0), both users receive a utility of 0.
Here we assume that & > ¢ such that the service exchange is
socially valuable and the values of b and ¢ are the same for all
users. Hence, suppose a user » is matched with user j; in the
stage game where user ¢ is the server and is matched with user
J2 where user ¢ is the requester, then the utility received by user
¢ in a period £ can be represented as

ugt> = zg)b — z-(t)c, (1

k2

where zft) and zj(? are the actions adopted by user ¢ and user jo
in period ¢, respectively. The social welfare of the community

is thus defined as

N

= gy

t=1 i=1

2

It is obvious that I/ is maximized at the value b — ¢, which is
called the social optimum, when each user supplies services in
each period. Nevertheless, z = 0 is the dominant action for the

IThe impact of matching schemes on the incentive of users and the perfor-
mance of online communities falls out of this paper, but serves as an important
next step in this line of research.
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server in the gift-giving game, which constitutes a Nash equi-
librium. When every server chooses z = 0 to myopically max-
imize his utility in a period, an inefficient social welfare arises
where every user receives a utility of 0 in each period. In the rest
of this paper, we focus on designing a reputation protocol by ex-
ploiting the repeated nature of the gift-giving game, in order to
incentivize users to supply services within their self-interest and
achieve the optimal social welfare & — ¢.

B. Reputation Protocols

In the repeated matching game, we consider each user to be
self-interested and farsighted. Hence, he chooses his service
strategy to maximize his individual long-term utility, which is
the discounted sum of his utility in the current period and that
from the future periods. The decision problem of an individual
user will be formally presented in Section III-A. In this section,
we first discuss the design of the reputation protocol in the re-
peated matching game. A reputation protocol regulates the be-
havior of a self-interested user by affecting his social status and
thus, the service he receives from other users.

A user ¢’s social status in the repeated game is represented
with a reputation score §; € @, which records the history of the
user’s past plays and takes values from a non-empty and finite
set ©. Since any finite history can be represented by a finite set
of reputation scores and the elements in any finite set can be in-
dexed using a finite group of integer numbers, we denote & =
{0.1,2,---, L} without loss of generality, where L represents
the highest reputation score and 0 represents the lowest reputa-
tion score. The service strategy adopted by a user ¢ describes his
choice of actions in each stage game he involves as the server
and can be represented by a mapping o; : ©® x & — Z. That s,
in each stage game where user ¢’s reputation is ¢ and his client’s
reputation is 8, user ¢ chooses the action ¢;(6, 6). Since @ and
Z are finite sets, the space of service strategies that a user can
choose is also finite and is denoted as I' = {c|0 : O x O — Z}
with [ = 257

Formally, a reputation protocol x, which is designed by the
protocol/community designer, consists of a reputation set ©, a
social rule ¢ and a reputation scheme 7.

The social rule ¢ € I is a service strategy that specifies the
recommended behavior for users within the community. ¢ is
broadcasted by the community operator (e.g. the website portal,
or the tracker in P2P networks) to all users. However, it is a
user’s own strategic decision whether or not to comply with the
recommended ¢. In this paper, we restrict the protocol design to
threshold-based social rules, because they are simple to deploy
and have been shown in [8] to be nearly optimal. A threshold-
based social rule can be formalized as follows:

1 if0>Handf>H
¢(0.0)=S1 ifo<H

0 otherwise

(€))

Each social rule has a social threshold H € {0,1,...,L +
1}. It instructs a user whose reputation is no less than [, i.e. a
“good user”, to play discriminatively and supply services only
to clients whose reputations are at least /7. On the contrary, if
a user has a reputation less than H, i.e. a “bad user”, he has
to supply services to all clients regardless of their reputations.

According to the social rule, a good user also can always receive
services from others upon his requests, while a bad user gets
served only when he requests services from other bad users.
Differential services are thus provided to users based on their
reputations.

A reputation scheme 7 updates a user’s reputation based on
his past behavior of providing services. It works in the following
manner: after a server takes an action (i.e. whether or not to
supply services), his client reports his action to the commu-
nity operator. The operator then uses this report to update the
server’s reputation according to 7. Since each user is involved as
the server in one stage game during each period, his reputation
is also updated once per period. Formally, a reputation scheme
is represented as a mapping 7 : @ x © x @ x Z — [0,1],
where 7(f, 6,6, z) is the probability that a server of reputation
6 is assigned with a new reputation ¢’ in the next period, when
the reputation of his client is # and the reported action is z. To
keep the protocol design simple, we consider the following rep-
utation scheme in this paper:

7(0.6,0',2)
1 if z > ¢4, 6:) and ¢ = min{f + 1. L}
_JpB if z<¢(0,0)and §' =0 L@
1-08 ifz<¢(0,0)andd =4
0 otherwise

Given this scheme, when a server is reported to deviate from
the social rule ¢ by supplying less service than what is required
by ¢ in a stage game, his reputation is decreased to 0 with a
probability 3 and remains unchanged with a probability 1 — 3.
Otherwise, his reputation is increased by 1 while not exceeding
the maximum reputation L. The protocol designer can thus ad-
just the strength of punishment imposed upon user deviations by
designing the value of (3, where a higher § indicates a stronger
punishment. We assume that the reputation scheme 7 (including
() is also broadcasted or posted by the community operator and
known by all users. A schematic representation of the reputation
protocol is presented in Fig. 1.

During its operation, we assume that the community expe-
riences stochastic shocks, which we model as small stochastic
perturbations [6]. In practice, such perturbations arise due to
various types of operation errors. For example, a client is un-
satisfied with the received service (due to some network er-
rors) even if the server plays z = 1. To model such errors
we denote Prob(z,,.|z) as the conditional probability that the
client reports z,,,; while the server plays z and we assume that
a server’s reported action is inconsistent with his actual action
with a probability ¢, i.e. Prob(z,,, = 0|z = 1) = ¢ and
Prob(z.,u = 1|z = 0) = &.2 Hence, a server is reported
to comply with the social rule with probability € when he de-
viates, and vice versa. Since the stochastic perturbations take
place rarely in the repeated game and thus the value of ¢ is small
and difficult to be accurately measured, we focus on the extreme
case of ¢ — 0 in the design of reputation protocols, which will
be formalized in Section I1I-B.

2t should be noted that our analysis straight forwardly applies to the sce-
nario where error probabilities are asymmetric, i.e. Prob(z,,; = 0|z = 1) #
Prob(z,,: = 1]z = 0). We assume symmetric error probabilities only for the
simple illustrations.
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TABLE I
UTILITY MATRIX OF A GIFT-GIVING GAME

Server
z=1 z=10
Client | b,-c [ 0,0
zi= 1
z=0
(@
2> ¢(6,6) 7 < ¢(6,0)
1-4 8
(b)

Fig. 1. The schematic representation of the social rule and the reputation
scheme.

To summarize, the repeated matching game in each period
can be characterized by a strategy profile ¢ = (o;)Y, repre-
senting the service strategies adopted by all users and a reputa-
tion profile @ = (#;)Y_, representing the reputations of all users
in each period. The reputation protocol considered in this paper
can be parameterized as x = (I, H, ), where L represents the
length of history recording a server’s past behavior, /1 indicates
how to differentiate users, and 3 determines the strength of pun-
ishment imposed upon the user deviations. In the rest of this
paper, we first discuss the evolution of & and € in the repeated
matching game and formulate the design problem of the optimal
reputation protocol in Section III, which induces all users to co-
operate, i.e. find it in their self-interest to supply services in each
period. In Section IV, we characterize the structure of users’ best
response (i.e. the optimal service strategies adopted in each pe-
riod). Then in Section V, we solve the optimal protocol design,
i.e. to determine the optimal reputation protocol « that induces
the full cooperation among users in the long run.

III. COMMUNITY EVOLUTION AND STOCHASTICALLY
STABLE EQUILIBRIUM

In this section, we formalize the decision problem of indi-
vidual self-interested users, and then analyze the evolution of
the community in the long-run. Finally, we formalize the con-
sidered protocol design problem.

A. User’s Decision Problem

We begin by investigating a typical user 2’s decision problem
in the repeated matching game under the reputation protocol .
Users are assumed to be far-sighted. Each of them adapts his
strategy in order to maximize his expected long-term utility, i.e.
his expected sum utilities from the current period to the infinite

future. By analyzing the expected one-period and long-term util-
ities in each period, we are able to formalize an individual user’s
decision problem.

A user #2’s expected one-period utility is the sum of his
expected utilities received in the stage games in which he
is involved during one period.3 Due to the uniform random
matching, the expected one-period utility depends on the user’s
own reputation and strategy as well as the distribution of other
users’ reputations and strategies. In the rest of this subsection,
we first discuss each user’s knowledge and belief about other
users’ reputations and strategies, and then construct the user’s
utility function and his decision problem.

The reputation distribution of the community in each period
is referred to as the community state of this period and de-
noted by a vector ¢ = (u(f))5_,, where 1(8) represents the
number of users of reputationf. Given the reputation profile
6 = (6;)Y,, the corresponding community state is derived as

7

w(d) = z I(6; = 6), V8. For better illustration, we use u? to
i=0

denote the community state that is derived from the reputation
profile 6. Tt should be noted that there are multiple reputation
profiles that can lead to the same community state. Hence, we
also define A, = {6|u® = p} as the set of reputation profiles
that lead to the community state pt. We assume that the commu-
nity state is broadcasted by the community operator at the be-
ginning of each period and hence is known by all users. Given
the community state, a user ¢ then calculates the reputation dis-
tribution of all users other than himself, which is referred to as
his opponent state and denoted as a vector 1, = {n;(6")}%_,,
which can be derived as 7;(6") = p(¢’) for all #' # 6, and
n:(6;) = p(6;) — 1.4 We also use 57 to denote the user 4’s op-
ponent state under the reputation profile 8.

Different from the reputation, the strategy adopted by an in-
dividual user is private information and cannot be perfectly ob-
served by either the community operator or other users. Hence,
each user ¢ has to maintain a belief on other users’ strategies. In
this paper, user ¢« forms a simple belief represented by a value
pi(6;), which denotes the probability that he expects to receive
services in one period. Given his opponent state, the belief is
calculated as:

H—-1
Z 771(9’)
1-— 'r}i(O)/(N — 1), Lf ﬁi Z H

Equivalently, we are assuming that user ¢believes that any user
of reputation 0 will not supply services while any user of repu-
tation § > 0 complies with the social rule.

Remark: This belief model is based on the assumption that
each user implicitly conjectures that all other users are playing
stationary strategies which do not change over time. This as-
sumption is commonly adopted in the related literature (e.g. the
frequency-based belief update model in fictitious play [17] as

31t should be noted that a user’s expected one-period utility is the utility he
expects to receive at the beginning of a period and thus is different from his
realized one-period utility (1).

41t should be noted that there is a deterministic mapping from the community
state and the opponent state and they can be derived from each other. The reason
why we introduce the opponent state is for the better illustration, since a user
can never be matched with himself and hence it is easier to express a user’s
expected one period utility with his opponent state.
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well as in stochastic evolutionary games [6], [15]). Hence, the
current strategy that is observed as being played by a user is be-
lieved to be played by him in the future. Starting from this pre-
sumption, each user believes that a user of reputation 0, which
indicates his deviation in the previous period, will deviate again
in the current period. For a user of reputation # > 0, it is un-
known whether this user deviated in the previous period or not
(due to the existence of random punishment in (4)). Therefore,
other users simply believe that this user complied with the so-
cial rule in the previous period and will continue his compliance
in the current period.

Based on this belief, the expected utility of a user # in one
period can be expressed as a function of his current strategy ;,
his current reputation f;, and his current opponent state ),
Z Th )

- 1

vi(Osloim;) = pi(8 (0“6 o (b;, 9)) (6)

Here ¢(6;, g, z) is the one-period cost incurred by user 7 when
he plays action z and his matched client has a reputation 4.

A user’s expected long-term utility at any period is eval-
uated as the discounted sum of his expected one-period util-
ities starting from this period over the infinite time horizon.
When computing his expected long-term utility, each user ¢ as-
sumes that his opponent state 7, in the current period does not
change in the future. This assumption is reasonable given the
fact that users in the online community normally have bounded
rationality.’

Given all the knowledge and beliefs, a user ¢’s expected long-
term utility is given by

k) = vi(fslos, m;)
+5ZP77(9/|97:-,<71::77L‘:W)Vi(9/|0i7"7uﬁ)a (7)
9/

Vi(0ilai, m;,

where 6 € [0, 1) is the discount factor and {p; (¢’ K)}
is the probability that user ¢ expects his reputation changes from
6 to & if he plays the strategy o;, while the reputation protocol
is x and the opponent state is 7.

User #’s best-response play in each period is to select an
optimal strategy that maximizes his expected long-term utility
Vi(#:|o:.m;, ). Due to the recursive structure of the expected
long-term utility (7), the optimal strategy in each period can be
obtained by solving the following optimization problem

max Vi(8loi.n,, k), V6€© ®)

by using well-known dynamic programming algorithms such
as value iteration.” It should be noted that user ¢ has to opti-

SIf a user ¢ has the capability to infer the evolution of his opponent state 7,
according to his belief p; (#; ) and incorporates such inference into his expected
long-term utility, it can be proven that the computation complexity of his op-
timal strategy in each period is at the order of O(N*), which quickly becomes
intractable even for a moderate value of V.

%Here we assume that users are not aware the existence of stochastic per-
turbations and do not incorporate it into the calculation of p; (6’6, o;. 7, &).
One explanation to this assumption is that the error probability is negligible
to users when £ — 0 since stochastic perturbations take place infrequently
in the community.

7To break the tie when the expected long-term utilities by playing z = ( and
z = 1 are the same, we assume that the user always chooses = = 1 in this case.

mize his expected long-term utilities starting from any reputa-
tion f, even if his current reputation #; # 6. This is because
of the recursive structure of the expected long-term utilities
and the resulting fact that V;(6;|c;.n,. ) will be influenced by
{Vi(8|oi,n;, &) }oxe, and thus {o;(F, -) }gs0,. To show the de-
pendency of (8) the solution of on the reputation protocol and
the opponent state, it is denoted as o; "™, with the corresponding
optimal long-term utilities being represented as {V." ™" ()} .
Importantly, it should be noted that because users having the
same reputation observe the same opponent state, they have
the same optimal strategy and optimal long-term utilities, i.e.
o™ = o)™ and VI (0) = VIV (6), VO if 6; = 6.

Section IV, we will unravel the structural properties of o; . L

B. Long-Run Evolution and Stochastically Stable Equilibrium

In this section, we examine how the community state pu
evolves over time, under the users’ best response dynamics
introduced by (8), and then formalize the design problem of the
optimal reputation protocol.

The evolution of & can be characterized by the following non-
linear stochastic difference equation:

M(t-{—l)(e)
00 - D)+l @) +aP(0). ifo=1L
_ ) 2P - 1)+2000), ifoe{l,...L—1}
i .
D)+ > 290, if =0
#'=0

(€))

Here ¢ is the time index. Tgf)(ﬁ) and 2" )(H) are random
variables representing the numbers of users whose reputations
change, in period ¢, from ¢ to #41 and § — 1, respectively; while
J,q(f,)l(ﬁ) representing the number of users whose reputations
remains unchanged. All of these variables follow binomial
distributions:

#2(0) ~ Bin (190 42,0,4(0))

T(j) (6) ~ Bin (M(t> (6)/ ﬂqpitnleh(e))

#9(0) ~ Bin (10), (1= Balin®) . (10)

where g’} () and ql() ") .o (8) are the probabilities that a user
of reputation # is reported to be complying with and deviating
from the social rule respectively, when he adopts his optimal
strategy in period ¢. According to (8), a user’s optimal strategy
in each period is implicitly determined by the commumtg state p

and his reputation § and hence, both q£t) (#) and qpumg 5 (8)

eward
are also determined by g and 6. Also, q,(?w, 4(0)and q}()u)nis 5 (8)
are implicitly influenced by the error probability «.
The dynamic system (9) defines a Markov chain on the finite

space

u:{nzmw»iommewaogegL
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with the transition probability matrix being denoted as P ,, =
[Pe (18| )] .7 cte - Note that with e > 0, this Markov chain
is communicating. Hence, it is well-known from [20] that this
Markov chain is also irreducible and aperiodic, which intro-
duces a unique stationary distribution over /. Let

Apy 2 {w = (W) pers € R w(p) > 0

forvYu e U and Z w(p) = 1} (12)

peld

be the |l{|-dimensional simplex, a stationary distribution
is a row vector we , = (wen(ft))perr € Ay satisfying
W, = Wel:,. When this Markov chain in communi-
cating, irreducible and aperiodic, w. , satisfies the following
properties.

Lemma 1: w. , preserves the following properties:

1) Stability: For any w € Ay, we have that fhjlolc wP!  —
We .

2) Ergodicity: Starting from an arbitrary community state
(9 the fraction of time that the community stays at a
particular community state g in the long run is w, ,.(#),
ie. lim (1/7) S0, (™ = u) = wenlp), Vo € U,
where I(-) is the indicator function that takes the value 1
when p = p.

Proof: This lemma is proved in [6] and is omitted here. B

The stability shows that independent of the initial community

state, the asymptotic distribution of the community state in the
long run is always given by w. ... The ergodicity indicates that
the proportion of time that the community spends in each state
is equivalent to the corresponding term of this state in the sta-
tionary distribution w, ..

When e — 0, the resulting stationary distribution is referred

to as the limit distribution and is defined as follows.

Definition 1 (Limit Distribution): The limit distribution is de-

fined by
(13)

W = lin%]wgﬁ.
Due to the fact that each element in P; ,; is a polynomial of e
and is thus continuous on ¢, it could be concluded that the limit
distribution also satisfies the following condition
(I’H,P(],m = Wy, (14)
Therefore, the limit distribution is also a stationary distribu-
tion over i whene = 0.8
The limiting distribution characterizes the asymptotic sta-
tionary distribution of the community state over the space i/
when the error probability is sufficiently small. The existence
and the uniqueness of w,, has been proven in [6]. A commu-
nity state that receives a positive probability in @, is called
a stochastically stable state under the reputation protocol &,
which is defined as follows.

8]t is worth to be noted that there might be multiple stationary distributions
under the same reputation protocol when = = (0, while the limit distribution is
always unique.

Definition 2 (Stochastically Stable State): A community state
p is a stochastically stable state under a reputation protocol # if
and only if @, (yt) > 0.

According to Definition 2, given a reputation protocol , the
community stays at a stochastically stable state with a positive
fraction of time in the long run. On the contrary, if a community
state is not stochastically stable, the fraction of time that the
community stays at this state approaches to 0 when ¢ — 0. Let
C(w) be the carrier of a probability distribution w € Ay, i.e.
Clw) = {p € Ulw(g) > 0}, the set of stochastically stable
states under the reputation protocol s can be denoted as C (@, ).

Therefore, starting from an arbitrary initial state, the commu-
nity converges with probability 1 to states that belong to C(@,,)
in the long run.

We then define the equilibrium concept in this paper, which
is referred to as stochastically stable equilibrium (SSE) [6].

Definition 3 (Stochastically Stable Equilibrium): A strategy
profile 6% = (¢7)N_, and a reputation profile 8% = (47)N
form an SSE under a reputation protocol « if and only if

1) The community state under 8% belongs to C(@,), i.c.

e Cl,). .
2) For each user i, o is his best response, i.e. o7 = af’"f

According to this definition, each SSE introduces a commu-
nity state which is stochastically stable, and conversely, for each
stochastically stable state g € C'(w,;), there is at least one SSE
that introduces it. Let E = {(6%,07)|(c%#,0%) is an SSE}
denote the set of stochastically stable equilibria, we have the
following lemma. ‘

Lemma 2: (1) For each (6#,07) € E, p?” € C(@,); 2)
Cl@,) = {p®” |(c#,6%) € E,Fo*}.

Proof: This lemma is straightforward according to
Definition 3. [ |

The protocol designer’s problem is to design a reputation pro-
tocol that induces users to cooperate in all SSE, which can be
formally defined as follows:

Definition 4 (Protocol Design Problem): The protocol de-
signer’s goal is to select a protocol x such that for any SSE
(6%#,0%) € E, the following is satisfied

o (9?,9#) =1, Vije{l.....Nyandi#j. (I5)

Since the community stays at stochastically stable states
with probability 1 in the long run, full cooperation among
users is induced in the community and hence the community
operates at its highest efficiency with the optimal social
welfare U = b — c.

IV. OPTIMAL USER STRATEGY

In this section, we investigate the structure of a typical user:’s
optimal strategy, i.e. o; 7. Since users are homogeneous with
respect to the stage game benefit b and cost ¢ as well as the
discount factor 6. The results derived for user ¢ in this section is
applicable to the optimal strategy of any user in the community.
The proofs in this section heavily rely on the one-shot deviation

principle of discounted dynamic programming, which is proven
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in[15]. Below we briefly explain the basic idea of the one-shot
deviation principle.®

Given a discrete-time Markov decision process with the state
space S, the action space A, the state transition probability
p(s’|s,a), the policy (s, a), the one-period reward function
(s, a) and the value function V™ (s), suppose a user ¢’s optimal
policy is 7* with the corresponding optimal value function
V7. Starting from any period # when user i is at state s,
then user ¢ cannot increase his long-term utility by deviating
from 7* in this period and continues to comply with = in the
future, i.e.

v (S(f)> > (s(t),u) + Z p(s’

s'es

s,a)V™ (),

Yt and Va # 7 (5).  (16)

Mapping the general MDP formulation above into our
problem, we have s = 6, a = o(f,-) and 7 = o for each
individual user. Hence, the optimization is equivalent to the
derivation of the optimal policy of an MDP problem for each
individual user. Using this idea, we have the following lemma.

Lemma 3: Forany 6,6 € ©, 0" (0,0) = 0 if p(0,0) = 0.

Proof: First, it is easy to observe that given the social rule

(3) and the user belief (5), we have V; (8|, m;, k) < V(6 +
1l n;. k), Y6 € {0,...,L — 1}. Suppose that for a user ¢,
we have o™ (¢,6') = 1 for some (#,0') with ¢(¢#’,6') =
0. If user i chooses to play z = 0 at reputation #' when he
meets a client of reputation #’ (i.e. adopting a one-shot devia-
tion from o), he receives a higher utility for the current stage
game because he saves the cost of supplying services in this
stage game, while his future utility remaining unchanged be-
cause ¢(#’, 6") = 0 and he will not be punished in this period re-
gardless of his choice on z. Therefore, V;(6'|o;,n;, ) increases
if user i chooses o;(6',8’) = 0. According to the one-shot devi-
ation principle, o; " thus cannot be optimal. Hence, we should
have o™ (¢, 6") = 0. |

The basic idea of Lemma 3 is that by supplying more services
than required by the social rule, user ¢’s expected cost in the cur-
rent period increases while his expected future utility does not
change. Hence, his expected long-term utility is always maxi-
mized by choosing o™ (4,8) = 0.

Using Lemma 3, we first prove that o, ™ is always threshold-
based for any « and ;.

Proposition 1: Given &, n;, there exists a set of service
thresholds (h, (8))§_o € NET1 such that o™ preserves the
following property for any 8 € ©:

1, if 6> hyn(0)

g 0) — 5
a; (4.9) {07 if9<hmm(9)'

a7
Proof: See Appendix A. ]
Remark: Proposition 1 proves that the optimal strategy al-
ways instructs user ¢, at any reputation €, to supply services
only to clients of reputations higher than or equal to a threshold
R, (). This is because if user 7 supplies services to a client

9There is a little abuse of notations here since the terms “state” and “action”
are used to describe the Markov decision process. It should be noted that the
state and action here are generic and are different from the community state and
user action in this paper.

of reputation  in his optimal strategy, i.c. o; "™ (8,8) = 1, we
should also have o7 (§,6") = 1 for any 6’ > f, since serving
a client with a higher reputation incurs the same cost as serving
a client with a lower reputation but always brings a user higher
future benefit.

In the following proposition, we further analyze the prop-
erty of the service thresholds { /. 5. (6)}5_, that are derived in
Proposition 1.

Proposition 2: For any & and 1);, (1) by . (0) € {H, L + 1},
if) > H;(2) hey, (0) € {0,L+1},if60 < H.

Proof: See Appendix A. [ |

Remark: Proposition 2 proves that the optimal choice of each
user at any reputation § is binary: he either does not provide any
service with o (6, §) =0, Vh e 6, or fully complies with the
social rule, i.e. o, ™" (8,6) = ¢(6,0), V8 € ©. Hence, Proposi-
tion 1 and 2 significantly simplify the set of strategies that can
possibly serve as a user’s optimal strategy, thereby facilitating
the design of the optimal reputation protocol in the next section.

V. OPTIMAL REPUTATION PROTOCOL

This section employs the structural results obtained in
Section IV to solve the problem of optimal reputation pro-
tocol design. According to Lemma 2, the design problem (15)
could be decomposed into two steps: (1) determine the set of
stochastically stable states C(@,;); (2) determine whether full
cooperation is induced under each ;1 € C(w,), i.e. whether

{af’n? N | satisfies for all § € A,,.

We first prove that each stochastically stable state is an in-
variant state, which is defined as follows.

Definition 5 (Invariant State): A community state g is a
invariant state under a reputation protocol  if and only if
Pox(plp) = 1.

Hence, an invariant state is an absorbing state in the Markov
chain induced by users’ best response dynamics when the error
probability ¢ = 0. When ¢ — 0, the community will stay at an
invariant state once it enters this state until stochastic perturba-
tions occur. It is important to note that in general, a stochasti-
cally stable state does not necessarily to be invariant according
to. A simple example would be a cycle consisting of two states
w and g such that pg . (#'|gs) = 1 and po . (p|p’) = 1. These
two states are not invariant but could be stochastically stable.
Such cycle is defined as an absorbing class as follows.

Definition 6 (Absorbing Class): A absorbing class G is a set
of community states such that pg (g’ [g¢) > 0, Y, ¢’ € G and
pO,n(l‘"/“l') =0, Vp € GandVp' ¢ G.

Nevertheless, the following theorem proves that in the re-
peated random matching game discussed in this paper, each
stochastically stable state is also invariant. Hence, there will be
no cycle of states existing in the limit distribution carrier C'(@, ).
The main idea to prove this is to show that for any stationary
distribution w such that wFy , = w, each state ¢ € C(w) is in-
variant. Since we have . , = W, each stochastically stable
state is thus also invariant.

Theorem 1: Each p € C(Ww,) is an invariant state.

Proof: See Appendix B. [ |

As a by-product of Theorem 1, we have the following
corollary.
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TABLE 11
AVERAGE SOCIAL WELFARE UNDER DIFFERENT PROTOCOLS
c=1,b=3,e=0.01 c=1,b=5,e=001 c=1,0=3, e=0.05 c=1,b=5,e=0.05
Protocol 1 0.9328 0.9428 0.8536 0.8810
Protocol 2 0.6628 0.8234 0.2426 0.3072
Protocol 3 0.4372 0.6782 0.1728 0.2876

Corollary 1: A community state g = {1(0),-- -, (L)} that
is stochastically stable preserves the following property

@) =0, Voe{l,...,L—1}. (18)

Proof: Any state g’ that does not satisfy cannot be in-
variant. Hence, it is also not stochastically stable according to
Theorem 1. [ |

Corollary 1 shows that there are only NV 4 1 states that
could possibly be stochastically stable. For better illustration,
we define a set Ug = {p|p satisfies(18)} and index these
N + 1 states in Up according to the value p(L). A state pk
has p% (L) = k and pf(0) = N — k with k € {0,...,N}.
In the next corollary, we prove that full cooperation cannot be
induced in any state x% with k < N.

Corollary 2: For each p € C{w,) and for each reputation

em? - A

profile # € A,,, the following properties hold for {U;’"l N
hr;,n? (HL) =L+ 13 7}L 91‘ = ()v (19)
h’ﬁ.nf (01) =H, If i =L. (20)

Proof: 1f (19) is not satisfied for some user i. Then there is
always a positive probability that §; changes from 0 to 1 after
one period and hence, g is not invariant. Similarly, if (20) is not
satisfied for some user j, g is not invariant. [ |

Using Corollary 2, the design problem (15) can be “trans-
lated” into the design of x with which C(@,) contains a unique
state puy with u(6) = 0, V8 < L and py (L) = N. This is
solved in the next theorem.

Theorem 2:

1) Ifé > (¢/b), the optimal reputation protocol that solves the

design problemis L = H = 1,and 3 € [(¢/b6), Beritical)»
where S.iticar 1S the solution of the following equation:

(1 — (S)C (1 - (S.[icr'itical)c
6(b - ﬁcritiﬂalc) (Sﬂm‘itiCal(b - C)

2) Ifé < (¢/b), there is no reputation protocol that can induce
full cooperation among users in the long run.
Proof: See Appendix C. [ |
Remark: Theorem 2 provides various insights into the op-
timal protocol design. First, a two-level reputation protocol with
L = H = 1 is sufficient to achieve the optimality and solve
the design problem.!® When both L and H are larger than 1,
we would always have uQ; being a stochastically stable state,
since it takes only one stochastic perturbation for a good user
to become bad and be punished, whereas it takes multiple sto-
chastic perturbations (proportional to 1) for a bad user to be-
come a good user again. Another important insight is that the

=1.

2

10However it should be noted that the reputation protocol with L = H = 1
is not the only optimal protocol. In fact according to the proof of Theorem 2, if
x = {1,1, 3} is optimal, any protocol &’ = {L, 1, 3} is also optimal.

punishment strength Gcannot be too small or too large. When
# < ¢/bb, a good user does not have sufficient incentives to
comply with the social rule because the enforced punishment
(i.e. the probability that his reputation is degraded to 0 upon his
deviation from the social rule) is small. In this case, the state g7
is not invariant and stochastically stable. When § > Gcritical,
the enforced punishment is too severe and makes the state p%
stochastically stable and full cooperation among users cannot
be sustained in the long run.

Remark: 1t should also be noted that the optimal design of
£ is a continuous region instead of a particular value. This is
because we focus on designing the reputation protocol under
which g% is the unique stochastically stable state and as a result,
there can be a range of Swhich could satisfy this requirement.

VI. NUMERICAL EXAMPLES

In our experiments, we illustrate the long run performance
of the reputation protocol designed in Theorem 2. We deploy a
number of N = 1000 users in the community and use a reputa-
tion set @ = {0,1}.

A. Performance Comparison

In the first experiment, we compare the performance of the
reputation protocol designed in Theorem 2 with those of other
incentive protocols from the existing literature.

Particularly, three protocols are considered. Protocol 1 is the
reputation protocol from the optimal design in Theorem 2. Pro-
tocol 2 is the reputation protocol designed in our prior work
[7]. Protocol 3 is the BitTorrent protocol which implements the
tit-for-tat direct reciprocation mechanism [3]. In tit-for-tat, each
user records his personal interactions with other users, and de-
termines his reciprocation behavior with others based on this
personal record. Particularly, each user ¢ supplies services to
another user j if and only if user 7 has provided services to
him in their last stage game. We run an experiment in which the
users in the community interact for 10% periods under each pro-
tocol. In the experiment, we assume that each user has a discount
factor 6 = 0.8. Table II presents the average social welfare re-
ceived in these 10% periods which is normalized by the social

T N
optimum b — ¢, i.e. (3 32 u{” /TN(b— ¢)) with T = 10® and
t=114i=1
N = 1000, where u,gt) is defined in (1). The result shows that
the protocol designed in this paper (Protocol 1) delivers signifi-
cantly better performance than other protocols. The main reason
for these gains is that Protocols 2 and 3 do not explicitly con-
sider the long-run evolution of the community in their designs.
For example, Protocol 2 optimizes the social welfare when the
community is sustained at the equilibrium under which all users
comply with the social rule and are cooperative with each other.
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TABLE III
THE CONVERGENCE TIME TO THE STOCHASTICALLY STABLE EQUILIBRIUM

€ 8 ¢t (10° periods)
0.05 0.4 36
0.05 0.6 105
0.05 0.8 890
0.05 1.0 1049
0.1 0.4 23
0.1 0.6 98
0.1 0.8 650
0.1 1.0 820

Nevertheless, when the community deviates from this equilib-
rium (i.e. some users no longer comply with the social rule) due
to stochastic perturbations, Protocol 2 cannot ensure that the
community converges back to this particular equilibrium and
hence, the community stays at non-equilibrium states in the long
run which results to a low average social welfare over time.

B. Convergence Speed

Theorem 2 prescribes “how to design the reputation protocol
such that the community converges to a fully cooperative equi-
librium in the long run”. In this section, we analyze how fast
the community will converge to this equilibrium, i.e. starting
from an arbitrary community state, what is the expected waiting
time for the community to enter a stochastically stable equilib-
rium. In the experiment, we set & = 0.8, b = 5 and ¢ = 1.
According to Theorem 2, it can be calculated that u5 is the
unique stochastically stable state when 3 > 0.25. We run the
experiment with different selections of (£, 3) and different ini-
tial community states that are randomly sampled from the set
{u%, ..., pu5 '}, Table III presents the number of periods (i.e.
the waiting time) for the community to converge to the state
p . A first observation is that the waiting time is smaller with
larger £, which is intuitive since it is easier for the community to
leave a state that is invariant but not stochastically stable when
more stochastic perturbations take place in each period. Another
interesting observation from Table III is that the waiting time
monotonically increases with the punishment strength 3. This
is due to the fact that when /3 decreases, it is more likely for a
user not to be punished upon his deviation. Hence, it becomes
more difficult for the community to enter invariant states that
contain a large portion of bad users, e.g. %, and easier to enter
invariant states that contain a large portion of good users, e.g.

E\T
iy
VII. CONCLUSIONS AND FUTURE RESEARCH

We have studied the problem of designing reputation proto-
cols for online communities in which users adapt their strate-
gies over time. In such communities, protocol designers can
determine the long-run evolution of the community of users
and use this knowledge to induce cooperation among users in
the long run. Our framework can be extended in several direc-
tions, among which we mention three. First, users in the commu-
nity do not necessarily need to be homogeneous with respect to
their stage-game benefits and costs. Different users can have dif-
ferent benefits and costs for the service received/provided. Also,
they can choose different discount factors  when evaluating the

long-term utility. Second, instead of always reporting truthfully,
clients can use more complicated decision rules while reporting
the servers’ actions to the community operator in order to max-
imize their own long-term utility. Third, users adopt a simple
belief model in this paper. However, more sophisticated belief
models can be introduced into our framework. For example, the
formation of user beliefs and opinions in social networks are ex-
tensively studied in [18] and [19]. Understanding how the evo-
lutions of users’ beliefs and users’ strategies will impact each
other will also form an important future research direction.

APPENDIX A

PROOF OF PROPOSITION 1

To prove this proposition, it is equivalent to showing the
correctness of the following statement for any ¢ > 0O: if
o™ (6,6) = 0, then o, ™" (4,6 — 1) = 0 always holds.

We use contradictions to prove the above statement. Suppose
that there are # € © and # > 0 such that o} ™ (#,6) = 0 and
o™ (6,8 — 1) = 1. According to Lemma 3, we have ¢(6, 6 —
1) = 1 and ¢(#,6) = 1. Now consider an alternative strategy
o’ such that a0, 0" = o' (6,6"), V(¢,8") # (,6) and
o’(f,0) = 1. That s, o’ and o] differ only at the reputation
pair (#, 8). Then according to the one-shot deviation principle,
the expected long-term utility of user i by adopting o™ at
reputation 4, i.e. V;"" (¢), should be larger than the expected
long-term utility when headopts ¢’ in the current period and
continues to comply with o " in the future, which gives the
following inequality:

vi (0l m;)
+ 6 Zp’ (gllal Uf’m:"h: K.’) ‘/I (9/|O—;7n”:ni7 f‘:)
9/
©,1; ’}1(5)
> v (0lof™,n;) — N_1°
+ 6 Zp7(0/|0a 0-/', 777',7 ﬁ‘)‘/; (6’|af’"i, n‘i,a "‘n’) . (22)

6’

By manipulating (22), we have

) 53 (10 ) i (1.0 )
(7'1
xV; (9'|0f’n"’7m,fz) . (23)

By solving its RHS, (23) can be transformed as follows
) ()
‘7\7*16>N716(V(9+1|0L 777[7’4;)

- BV (0|‘7?niv"71: "v)

—(1 =V (8lo]™ my, k) - (24)

The LHS of (24) is the extra immediate cost that is incurred to
user ¢ when it is at reputation & and provides services to a client
of reputation #, and the RHS of (24) is the extra future utility
that is brought by doing so. Since the immediate cost is higher
than the extra future utility, user i chooses o " (#, §) = 0 in his
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optimal strategy. Using the same idea, the following condition
should be met when o (8,6 — 1) = 1:

ni(#—1) (6 —
- <
No1 SN C

1 .
D (v (04 1102 )

- ﬂv (0|Uf’n27ﬁ:ni)
_(1 - /6)‘/ (9|af’ni7ﬁ/ani)) . (25)

It is easy to observe that (24) and (25) cannot hold at the
same time and hence, we have a contradiction. Therefore, the
statement at the beginning of this proposition always holds for
o™ and Proposition 1 follows. [

PROOF OF PROPOSITION 2
According to Lemma 3, b . (¢) € [H,L 4+ 1] if§ > H.
Similarly, we also have h, 5 (6) € [0, L + 1] if0 < 6 < H.
The rest of this proof follows the same argument as in Propo-
sition 1. Suppose h,.5 (#) € (0,L + 1) for some § < H, i.e.
oM (0, by (0)) = Land o7 (6, by, 4y, (8) — 1) = 0, then ac-
cording to the one-shot deviation principle, we have that

i (hm, (0)) i (P, (8))
¥ :’ 1 c>0 % :’ 1

x (V0 +1) = BV (0)

—(1 =BV, ""(9))
i (P, (8) — 1)
N-1

X (V16 4+ 1) = gV;7™(0)

—(1 -V ")),

which introduces a contradiction. Hence, A . (#) & (0, L + 1)
and we have h, ,.(8) € {0,L + 1} for any § < H. Similar
arguments apply to good users and thus %, . (¢) € {H, L+ 1}
forany § > H. [ |
APPENDIX B
PROOF OF THEOREM 1

ni (h"iz"?; (6) B 1) c
N -1

(26)

To prove this theorem, we need to first prove the following
lemmas.

Lemma 4: Under any reputation protocol #, there is at least
one community state that is invariant.

Proof: 1t should be reminded that in this proof we have
£ = 0 to analyze the invariant property of states. We prove
this lemma by showing that a particular community state g with
1(0) = N is always an invariant state. For illustration purposes,
this state is denoted as p%. Each user i in this state has a repu-
tation 0 and observes an opponent state ; = (N — 1,0,...0).
According to the user belief constructed in Section II1-A, the ex-
pected long-term utility for user ¢ is determined by his strategy
o™ Tt is easy to specify that him,(8) = H, V8 > H since
there is no good user in this community and each user’s expected
long-term utility remains the same by choosing to supply ser-
vices to good users or not. Also, according to the belief (5), we
have V"™ (4) = 0, V§ > H. This is because when § > H,
user ¢ expects neither to receive services nor to provide services
to any other user, and his reputation will not decrease since he
does not have to provide any service to any user according to
the social rule. Since V"™ (#) (weakly) increases against 6, we
have V" (6) < 0, V8 < H .Ifuseri chooses a service strategy

o with ¢(0,0) = 1, it is obvious that V;(0|o. n,, x) < 0, since
user ¢’s expected utility in the current period is strictly positive
(because he has to provide services to other users which incurs
a positive service cost to him) and his future utility is non-pos-
itive. On the other hand if user ¢ chooses a service strategy o’
with¢’(0,0) = 0, wehave V;(0]¢’,n,, <) = 0 > Vi(0]o, n,, 5).
Therefore, we should have o} (0,0) = 1, i.e. hyy (0) =
L + 1, in user ¢’s optimal strategy. As a result, the reputation
of user i will never increase with o) ™ when ¢ = 0 and hence,
pY% is an invariant state. u
Lemma 5: hyy.(8) > hyy (# 4+ 1) forany § < H — 1, and
him (8) = hyy (§+1) forany § > H.
Proof: We first prove that hy. 5 (8) = hy. 5, (6 + 1) for any
¢ > H.Ifh,y (L) = H,the expected long-term utility of user
¢ at reputation L is

PIRACH
VETD) = pi L = e VI @)

According to the one-shot deviation principle, user i’s ex-
pected long-term utility at reputation L by choosing the service
threshold L + 1 should be no more than V,"™ (L) and hence,
the following inequality holds:

SUEE el SVEMLY > (1 - BV (L) + 88V (0).

(28)

Suppose .y (L — 1) = L + 1, user ¢’s expected long-term
utility at reputation L — 1 is

VEM(L = 1) = (L) 8BV, (0) + 8(1 - )

(3

VI (L - 1),
(29)

Similarly, his expected long-term utility by choosing the service

threshold A should be smaller than V;"™ (L — 1), i.e.

S o)
SOV (OHS (1) V™ (L—1) > = 25—tV ().
(30)

The inequalities and cannot hold simultaneously. Therefore,
henm, (L — 1) = H. Using the same argument, it can be
proven that h., (#) = H for any § > H. Similarly, if
hwm, (L) = L + 1, we can also prove that h, 5 (f) = L + 1
for any # > H. Hence, hyy, (0) = heqy (0 + 1) for any
6 > H. As a by-product of this statement, we also have that
V() = V™" (9 + 1) forany § > H.

Next, we prove that A 5 (7) > hyy (0 + 1) for any § <
H — 1. We use contradictions to prove this by analyzing the
following two cases.

Case 1: Suppose that there is a §# < H — 1 such that
P, (0) =0 forany 0 < § < @ and h,. 5 (§) = L 4+ 1. By the
recursive nature of the long-term utility, we have the following
equations:

VEM(0) = pi(0)b— c+ V(0 +1), Vo<
V() = pi(0)b + 6(1 = B)VT(0) + 88V7H(0). (B1)

This is a positive definite equation set with a unique solution
and we have

. . . 58711 - 6)c
AV"‘“:'L 0 é ‘(ﬁyﬂl 1) — ‘/"K",”lq 0) = .
SO R V) VIO = e
(32)
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According to the one-shot deviation principle, user ¢’s ex-
pected long-term utility at reputation 0 by choosing the service
threshold L + 1, which equals to p;(0)b + §V;""(0), should
be no more than V"7 (0) and hence, the following inequality
holds:

c<é (Vf""’"’(l) -y (0)) .

12

(33)

However, by substituting (32) into (33), it can be found that (33)
can never hold. Hence, we have a contradiction and a reputation
f as assumed in this case never exists.

Case 2: Suppose that there are two reputations §,8 < H — 1
and § < 6. Meanwhile, f,. (§) = L + 1 forany 0 < § < @

and h,. 5 (#) = 0 forany § < 6 < 6 and h,, . () = L + 1.
Similar to case 1, we have the following equations:

VI (0) = pi(8)b + 6(1 — )V ™ (8) + 68V, (0),
Ve <4

VI (0) = pi(0)b— c+ 8V (6 +1), VO<6<B

VT (0) = pi(0)b + 8(1 = B)V,(0) + 68V (0).

Solving this equation set, we have that

- 1

- 1

(34)

Still using the one-shot deviation principle, we have that user
i’s expected long-term utility at reputation # —1 if he chooses the
service threshold 0, which equals to p;(6)b+6(1— 3) V"™ (0 —
1) + $6V;"™(0), should be no more than V"™ (# — 1) and
hence, the following inequality holds:

1 o SN H
i) 2 pi O+ BV (I -1) -8BV (0)

Substituting (34) into (35), it is also determined that (35) never
holds and hence, we also get a contradiction in case 2.
To summarize, we have that A 5 (8) < hey (6 + 1) can
never hold for any 8 < H — 1 and thus, this lemma follows. ®
Lemma 6: For an absorbing class G, any state ¢ € G is
invariant.

Proof: Particularly, we show that any state that is not in-
variant has a positive probability to transit into an invariant
state. Hence, each absorbing class only contains invariant states.
Consider the community state at period tbeing xt*), which is a
non-invariant state. From Lemma 5, it is straightforward that
By B0) = b o (B)), Visg st 0 > H and 05 >

K1),

H. Without loss of generality, we assume that hm)@ (97@) =

H. Vis.. 61@ > H,i.e. all good users choose to comply with
the social rule. The analysis for the case when £ (0 (0?)) =

L+1, Vist. 6?) > H can be conducted in a same approach
and is omitted here.

In period ¢, if a user ¢ deviates from the social rule at his
current reputation, there is a positive probability 1 — ( such
that his reputation remains unchanged due to the probabilistic
punishment specified in (4). Meanwhile, if « complies with the
social rule, then his reputation increases by 1 with probability
1. Applying this to all users, we have a positive probability with

which the community enters a new state ") which satisfies
the following condition:

p(0) < pM(0)

L L
PINRIOES SO
f=H 0=H

That is, each user’s reputation remains unchanged in period ¢ if
he deviates in this period and increases by 1 if he complies with
the social rule.

Hence, for each user ¢, the number of users of reputation 0 in
his opponent state does not increase in the period £ 4+ 1. Mean-
while, the number of good users in his opponent state does not

L L
decrease, ie. Y. 'r}(t+1)(9) > > ni(t)(ﬁ).With simple calcu-
—H o=H

P

(35)

lation, we could have hﬂ_ﬂ(z+1)(6§t+1)) < hn.n<.“(9£t)) (This
could be proved rigorously and is omitted here due to space
limits).

Updating the community state iteratively using such rule,
then at some period #' > #, there is a positive probability such
that the community enters a state ,u.(t/) which satisfies the fol-

lowing property:

p(0) =0, Vb€ (d, L), (36)

where § < H. Meanwhile, b (61")) = L+ 1if6(") < 9.

Briefly speaking, all the bad users in u(tl) choose to deviate
at their current reputations in per/iod t'. Then with a positive
probability, 1:{* ) enters a state ;1(* t1) such that

9
WD < (0) = 3 (6
6=0

pC@y =0, voel,L—1]

pl (L) = p(L), (37)
If the good users choose to comply with the social rule in the
period £’ + 1, then p*'+1) is an invariant state. Otherwise if the
good users choose to deviate from the social rule in the period
#' + 1, then with a positive probability (' T enters u% in the
period t' + 2, which is also an invariant state.

To summarize, starting from an arbitrary non-invariant state
pu® | there is a positive probability such that after sufficiently
long time, the community enters an invariant state in a period
t' + 2. Therefore, this proposition follows. [ |

With Lemma 4 and 6, Theorem 1 directly follows, because
any state g’ that is not invariant cannot receive a positive prob-
ability in any stationary distribution w with wl% , = w. Since
@, is also a stationary distribution, g’ & C(@,,). ]

APPENDIX C
PROOF OF THEOREM 2

To design the optimal reputation protocol, we first employ
the concept of “state tree” that is introduced in [21] to analyze
C(w,). A state tree is a directed graph that connects the states
in the state space /4. Each state tree R has a unique state being
the sink state, i.e. all the paths in this tree leads to this sink state.
Hence, we call a state tree with a sink state g as a pe-tree. For
a clearer illustration, we use ¢’ and p”’ to refer to common el-
ements in the state space /. In a state tree, each arrow repre-
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Fig. 2. Examples of p-trees.

sents an ordered pair of states (arrows) (g, ¢¢’') and is denoted
as (' — p”), where " is called as the successor of the state
. A p-tree is a collection of arrows in U/, such that every state
in U\ {p} is the initial point of exactly one arrow and from any
state in4\ { ¢}, there is a sequence of arrows leading to g. Thus,
a p-tree is a directed graph on{ in which each state except ¢ has
aunique successor and there are no closed loops. An example of
state trees is shown in Fig. 2. This figure plots all p-trees when
the state space contains three elements astf = {p, ', p” }.

Denote the set of pu-trees by Y,,, we then calculate the product
of transition probabilities along each p-trees, and the take the
summation of the products for all g-trees. This defines a number
e () as follows:

QE,/‘J(“) = Z H pe,m(#‘//“l'l)', (38)
REY, (w—p')ER
Define a row vector q- » = (qe.x(#))peu € Ay, it was

proved in [21] that ¢ , is proportional to w, ,. According to
the definition of the limit distribution in, it can be determined
that

i o qe’,{(lfl)
CUK(”’) - ahl}[l) ||q5’ﬁ,”]_7

Vpeu, (39)

Because p. . (1 |1t’) is a polynomial of ¢ forany u', ' € U,
dex(p) is also a polynomial of ¢ for any g € U, ie.
Gen(p) = O(e"~®) where w,(p) is called the rate that
e () converges to 0. Given (39), a state g is stochastically
stable, i.e. it receives a positive weight in the limit distribution
@y, if and only if ¢. ,.(s#) converges to zero at the lowest rate
among all states in i, i.e. wy(p) = min{w, (W )| € U}.
Let 1,.(¢¢”|pt') be the rate that p. (" |g’) converges to 0,
e pe (') = O(~®' )11 we define the friction
of a state tree R as d, p = > 1(p|p) and have

(Ww)ER
wy(p) = mingey, dy, gr. It is obvious that [, (p”|p') = 0 if
o) > 0, since p. (p"|p’) is bounded away from
0 when & — 0. On the other hand, if po (" |#t') = 0, then
L.(” |p) equals to the minimum number of errors that needed
for the state to transits from g’ to g in one period.

Using the concept of state tree, the design problem (15) can
be further translated to design the reputation protocol x such
that w, (u) < w, () for any p € Up.

The rest of the proof consists of two parts. The first part
analyses the optimal design on Land H, and the second part
analyses the optimal design on f3.

A. The Optimal L and H

In this section, we prove that for given b, ¢,  and 3, if there
is a pair (L, H) such that the resulting reputation protocol x =
(L, H, B) solves the design problem (15), i.e. u% is the unique
stochastically stable state under this protocol, then a protocol

117t should be noted that if a state &'’ cannot be reached from another state
poie pe o (p ') = 0, thenl, (p'"|p’) = .

!/

&' = (1,1,8) also solves the design problem (15). Hence,
we can always choose . = H = 1 in the optimal reputa-
tion protocol. For notational convenience, given any protocol
x = (L, H, 3), the corresponding protocol (1, 1, ) is denoted
as 12 because it contains only two reputations.

It can be shown that given L, a reputation protocol cannot
solve the design problem (15) if H = 0 or H = L + 1. This
is a straightforward result from Proposition 1 and 2: since no
differential service is provided in the social rule if = 0 or
H = L+1,users cannot receive additional benefit by supplying
services and increase their reputations, each user ¢ will choose
hym (8) = L+1 forany € © and any 7;, Hence, we can focus
the design on H within the region [1, L]. In the rest of this part,
we prove that I. = 1 is always optimal and hence, L = H =1
is also the optimal design. We first derive the condition when
p% is invariant when L = H = 1.

When g is invariant under some protocol %2, we have the
following equality:

V(L) = b— e+ 8V (), (40)
where 1), = (0, N — 1), V¢, and hence,
2 b—c

VEm() = : 41

) = @)

According to the one-shot deviation principle, no user has the
incentive to deviate at reputation . and choose the service
threshold L + 1 and hence the following inequality follows:

ng,ni . . mz.nl . rcz,ni
Vit z b+ 8(1= AV Q) + 68V 7 (0). (42)

Using simple manipulation, we have 3 > ¢/6b as the suffi-
cient and necessary condition for ¥ to be invariant under 2.
The following analysis then consists two parts with 5 > ¢/éb
and 3 < ¢/&b respectively.

1) 8 > ¢/b6b: To prove the optimality of L = 1 when 8 >
¢/bb, it is sufficient to show that for any p € U and p # p,
w2 (py) < w2 () whenever w,, (u ) < w, (). In the proof,
we need the following lemma.

Lemma 7: Given any protocol ,if there are two integers
n1,n9 € (0, N) such that p7' and p’7;’ are both invariant, then
w3 is invariant for any n € (ny, na).

Proof: Suppose p15 is not invariant for some n € (n1, na),
then given # € Ay», either users of reputation 0 choose the
service threshold 0, 1.e. h, 4o (#;) = 0 if 6; = 0, or users of
reputation L choose the service threshold L+1, i.e. A, o (6;) =
L+1if6, = L.

Using a similar approach as in Lemma 5, it is easy to show
that if 2, 0 (6;) = 0 for §; = 0. Then given another reputation
profile 8’ € AM%—I , we have h‘%«',n?’ (#:) = 01if#, =0, i.e. users

of reputation 0 still choose the service threshold 0 under g5,

This is because when the community state changes from g3
to p5t?, the incurred service cost in the current period for each
user of reputation 0 by supplying services does not change while
the loss on his future benefit by not supplying services increases.
Therefore, u%ﬂ cannot be invariant. Repeat the above analysis,
we have that g7} also cannot be invariant.

Similarly, if users of reputationZ choose the service threshold
L + 1 under pu3, i.e. hhﬂ,,,,? (8;) = L+ 1 forf; = L, then

the n given another reputation profile §” € A .1, we have
B
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9//(0”) =L+ 1forf/ = L4 1,and u} " cannot be in-
Variant Repeat the above ana1y51s, p#5 also cannot be invariant.

Since either 7' or 77 cannot be invariant, we get a contra-
diction and this lemma follows. [ |

Lemma 7 proves that given a protocol «, there exist two in-
tegers n,., i, € (0, N) such that

1) a state by is invariant if n € (n,., 7, );

2) astate gy is not invariant with p. (% |p%) > 0ifn €

(0,m,.];
3) a state p%
[P, N);

It should be noted that it is possible that n,, > 7,;. In this case,
there are no invariant states other than g% and pf . The rest of
this section assumes that n,, < 7. However, the analysis can
easily be adapted to the case of n,. > n, with some notational
changes.

In a state tree R, the path between two states 4’ and g, which
is denoted as (g/ = p'’), is defined as a sequence of arrows that
connects g’ and u”, ie. (g — poy), (b — o), -+, (g1 —
), ([l,k — ")), where {[1,1, ..., i1} are the intermediate
states in this path and (' = p”) C R. Two paths (g’ = p”)
and (u = p'’) are referred to as non-overlapping if they share
no more than one states in common, i.e. (4’ = p”) N (W =
@) < 1. The friction of a path (&' = g”) is defined as
[\ = Z(ﬂ’ﬂ/)eﬁnlj‘“{/) lﬁ(ﬂ’|@). It is obvious that for
pi-tree B € Y, the total friction on this tree equals to the sum
friction on all non- overlapping paths in it.

Consider a path (p5 = %), which starts with the invariant
state p, X and ends at another invariant state p . It is obvious that
fh( ) >N —n, +1,1ie. atleast N — 7. + 1 stochastic
pei‘curbations are needed for the community to leave ug and
enter p% . This is an immediate result of Lemma 5. If less than
N — 7, + 1 stochastic perturbations take place along this path,
then any state g on this path has p(0) < N —7,,. No user in this
state will deviate from the social rule and hence, pg . (3 |p£) =
1, which contradicts the fact that /1,’2’3 is invariant. Similarly, a
path (u% = p%), which starts With the invariant state 2 B and
ends at another 1nvarlant state ph, has a friction folp|ul) >
k. Therefore, given a p} -tree where py is invariant and n €
(n,, 7y ), its friction is at least N — i, + 1+, + 1 + max {7, —
n, — 2,0} where N — #i,. + 1 is contributed by the path starting
from p,g ,n, + 1 is contributed by the path starting from p%,
and max{n, — n, — 2,0} is contributed by the other ﬁ,, —-n,
invariant states. Smce this lower bound holds for all uy -trees
we have that w,, (u%) > N -7, +n, +2+max{n,—n,—2,0}.
Using the same approach, we have that w, (u%) > n, +2 +
max{7, — n, — 2,0}.

Next, we prove that w,,(u%) < w,.(u%), Yn € (n,, 7). To

show this, we simply need to construct a 5% -tree which contains

T, — n n— Ty — LA +1
paths (MB = ’l’B 1) {(MB = Il‘B 1)}71 771—1—2 and (II’B =

p%). It is obvious that f,(uy = y;é“‘l) =N-7,+1,
fﬁ(uB = ui ) = 1and fﬁ(ug = u%) = 1. Because
there is no other path in this u%-tree that contains invariant
states, we have w, (%) = N — i, + 2 + max{n, — n, —
2,0}. Therefore, for any reputation protocol x, we have that
wi (W) < we (W), Vn € (n,,,n,) and & is optimal and solves
the design problem (15) if w, (u5) < w,.(1).

Suppose there is a reputation protocol # such that
we () < w,(u%) and thus A, + n, < N.Now consider the
corresponding two-level protocol x2. Using the same idea as

is not invariant with p. (g3 |p%) > 0 ifn €

in Lemma 5, it can be proven that 72,2 < 7, andn,» < n,.
Meanwhile, w2 (u%) = n,2 + 2 + max{fi,> — n,2 — 2,0},
because we can always construct a pu%-tree under the
protocol 2 that contains (sl = p=th), {(uy, =
ppt e 2 and (p ' = p) which has the friction
being n,» + 2 + max{nﬁ- —n,: —2,0}. Since i, + n,, < N,
we have 1.2 + n,» < N and thus n.» + max{fi: — n,. —
2,0} < N — f.+max{fe — n,. — 2,0}. Therefore,
w2 () < w2 (uY) also holds and hence, x? is also optimal.

2) 3 < ¢/8b: When 3 < ¢/8b, uy is not invariant under
the protocol x? = (1,1, 3). Suppose gy is invariant under the
protocol x = (L, H,3) with some L > 1 and H > 1. First,
we prove that for any user 4, h; " (0) = L + 1, where 7; is
the opponent state that user ¢ observes in p . Suppose, on the
contrary, h, ’"1(0) = 0, then according to Lemma 5, we have
hi ™ (§) = 0, V8 < H. The resulting expected long-term utili-
ties could be expressed as:

b—ec

Vi) =1— Y8z H
n. % —¢) 1-6HC
gy — _ i
Vit ®) = ——5 G YO<H. (43)

According to the one-shot deviation principle, the sufficient

and necessary condition for user i to choose A} " (L) = H is
that the following inequality holds:
Vi (L) 2 b4 8(1 = B)VT(L) + 68V (0), (44)
which is equivalent to
c dHb-¢c) 1-6%
5 | > e 45
ﬂ(lé 1-6 +15°)—C “5)

Given the fact that 3 < (¢/db), never holds and hence, we
proved that ;™ (0) = L + 1.

Knowing this, it is easy to show that under the same pro-
tocol #, a user 7 of reputation 0 in the state 5y ' also chooses
R (0) = L + 1 and hence, i1, = N. Therefore, we have
we(py) > n, + 2+ max{n, — n, — 2,0} and w,(u}) =
2+ max{n, —n, —2,0}. Since w, (uY ) > w,.(p%), we know
that x cannot solve the design problem and there is no optimal
protocol when 3 < ¢/b6b.

B. The Optimal (3

In this section, we then derive the optimal 3 that solves the
design problem (15), given L = H = 1. Also, we could restrict
our attention to the case of 8 > ¢/éb. It has been show in the
above section that 3 is invariant when 3 > ¢/éb, then to find
the optimal protocol, we only need to determine the condition
on 3 such that w2 (p5y) < w,2(u%). Consider a state py for
some n € (0, N). If this state is invariant, then for any user ¢ of
reputation 1, we have

n—1
N -1

VI = RS- 48V ). (46)

Since any user j of reputation 0 chooses h. 5 (0) = L+ 1, itis
easy to know that /1, . (0) = L + 1 also holds, then we have

V2 m(0) = 0.

?

(47)



920 IEEE JOURNAL OF SELECTED TOPICS IN SIGNAL PROCESSING, VOL. 7, NO. 5, OCTOBER 2013

According to the one-shot deviation principle, the following two
inequalities should hold for 4% to be invariant:

n—1550b-¢ _n—-1

N -1 1-46
b—c¢
8
1-96

o0 2 (48)

<c. (49)

The two inequalities in (48) and (49) cannot hold at the same
time and hence, h.y (0) # L + 1. Therefore, no state p3 is
invariant with some nn € (0, V') and there are only two invariant
states % and pu& when 3 > ¢/8b. i

Next, we compute 72,2 and n,.». In the state ,u,%"z , each user
i of reputation 0 chooses /. 5. (0) = 0. Meanwhile, in the state
/AZ,“"Q -t ,each user ¢ of reputation 0 chooses h. 5. (0) = 2. These
conditions give fi,;z = [(¢(1—6)/6(b—0¢))(N —1)]. Similarly,
we have each user i of reputation 1 chooses Ay, (1) = 2 in the

n o
LAans

state st~ , and each user ¢ of reputation 1 chooses hy . (1) = 1

in the state u'—é“‘zﬂ, which gives n,» = [((1 — 683)c/66(b —

¢))(N — 1)]. With simple manipulation, it can be shown that

T2 > N2 always holds. Hence, we have w2 (L) =N-n,.

and w2 () = Tz Forw,: (phy) < w2 (u%), itis equivalent

to have 1,2 + n,» < IV, which gives the following condition:

e(l—§) L (1-4608)c

6(b—pe)  6p(b—1c)

The LHS of (51) is an increasing function of [ and hence, we

have 3 < Bcritical, Where B ieicqr 1S the value of (3 that solves
the following equation:

(1 - 6)

8(b — fc)

<1 (50)

(1-068)c
§p(b—r¢c)

(5D

To sum up, we have a reputation protocol %2 to be optimal
when 3 € [(¢/8b), Beriticat). Therefore, Theorem 2 follows. m
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